Sunrise Police Department

Administrative Investigation Report

Incident Detail

Date Received 03/30/2025

Entered By [1APro entry - Lieutenant ||
Date/Time of Occurrence 03/30/2025 00:00

Date/Time Entered 04/03/2025 15:49

Record ID Number 45

Case No 42-2503-017456

File No 25-04-01

Investigator Assigned Lieutenant-

Field Investigator [Pending assignment]

Incident Location
Location of Occurrence —

Addresses —

Summary

21.6.5.1. - Employees shall not use their position to access confidential information from DAVID, FCIC/NCIC,
CJNet, Ill, and all law enforcement associated databases and applications for unauthorized or non-criminal
justice purposes. Any access of these systems and/or dissemination of information obtained for non-criminal
justice purposes is considered a misuse of the system.

Community Members Involved



Date Of Birth ]

Race White
Role —
Addresses —
Email

Snapshot Data

Limited English

Homeless

Gender Female

Ethnicity —

Phone Numbers —

Unk

Unk Primary Language —

Sexual Orientation — Expressed Gender —
Experiencing Crisis Unk Self Reported Mental Issue Unk
Armed Unk

Injuries Sustained By Community Member

Involved Employees

Sergean: I

Assignment at time of incident
Body camera worn

Policy Outcome

Not In Policy Reason

Role

Allegations

Actions Taken

Injuries Sustained By Employee

Sergeant Uniform Division/Patrol Operations Section/l/
Unknown
Not within policy

Misconduct or policy violation

Computer Database ( Sustained - 05/13/2025 )

- Verbal Counseling - 05/13/2025
SUSTAINED - VERBAL COUNSELING



Attachments

Date Attached

04/17/2025

05/05/2025

05/05/2025

05/13/2025

04/17/2025

04/17/2025

05/01/2025

04/17/2025

04/17/2025

04/17/2025

05/05/2025

05/09/2025

04/17/2025

05/01/2025

04/17/2025

05/05/2025

05/01/2025

04/17/2025

05/13/2025

05/05/2025

05/05/2025

05/13/2025

05/05/2025

05/05/2025

Description

Il 2014

Il - 5-day notice and Rights Forms

I - DAVID Audit

I - cJ's Misuse FOrm

Il 2012

Il 2016

Chapter 09 - Support Services (1) (9)
I 2020

I 2024

Bl 2022

FCIC - NCIC - Test Review

Excutive Summary

Il 2018
25-04-01 || - urrisePDIA
B - statement

Sot_ ] TAR report

Chapter 21 - Information Technology (IT) Security and Equipment Use (3)

Il 2025

B - Pcr

25-04-01 |- S urrisePDIA
FCIC - NCIC - Test Records Page
I -cistcs

[l - Afi_ of Compliance

SPD Directive #18-05 signed by [}

Attachment Type
pdf
pdf
pdf
pdf
pdf
pdf
doc
pdf
pdf
pdf
pdf
pdf
pdf
MP3
docx
pdf
doc
pdf
pdf
pdf
pdf
pdf
pdf

pdf



Date Attached Description Attachment Type

05/13/2025 - - FDLE Letter pdf
05/05/2025 FDLE - CJIS Memo 2012-11 pdf
05/05/2025 --TOC pdf
05/05/2025  MOU for FCIC-NCIC pdf
04/17/2025 - 2007 pdf
05/05/2025 Resolution No_ 14-30 pdf
04/17/2025 - 2009 pdf
05/02/2025 - IAREPORT pdf
05/02/2025 - - Email and Pursuit Case pdf

BlueTeam Routings

04/03/2025 15:57

Lieutenant [ - I —

For your review

04/Q7/2025 13:34

Completion notes: Approved for investigation.

05/07/2025 11:19

Please review, complete the Executive Summary and recommend a Final Disposition. Forward to
DC when complete.

05/Q9/2025 10:56

vijor I

| have received, forwarded, and noted my finding to the-



05/09/2025 10:56

viejor NN I

For you to review, TY.

05/Q9/2025 11:04

sent back for additional at request of Major-

05/09/2025 11:04

as requested

05/Q9/2025 11:06

veior I

received

05/09/2025 11:06

v I

Please review, TY.

05/Q9/2025 11:11

Concur with findings recommend verbal counseling given the circumstances of this case.

05/09/2025 11:11

I - B

Concur with findings recommend verbal counseling given the circumstances of this case

05/43/2025 10:44

Completion notes: Concur with recommendation. Please issue verbal counseling. Sustained.



SUNRISE POLICE DEPARTMENT

Chief of Police

10440 W Oakland Park Blvd
Sunrise, Florida 33351
(954) 746-3600

Internal Affairs Complaint Report Narrative

I. INTRODUCTION:

Subject Employee: Sergeant-

Witnesses:

On March 27, 2028, Sergeant _Was involved in a vehicle pursuit involving a silver
Honda Accord after the suspect vehicle fled during a lawful traffic stop. (See attached Case #

42-2503-17456).

On March 30, 2025, Sergeam-:mailed Sergeant -of Internal Affairs the following
message via his departmental email:

1 am sending this email for full transparency: I am currently writing the narrative to the
incident that I was involved in on 3/27. Part of my justification for vehicle pursuit is
established from the totality of the circumstances leading up to and after attempting a traffic
stop on the vehicle. One of these circumstances was that when I ran the tag, PYAS01, it came
back to a GRY HONDA UT. The vehicle I was behind could be considered grey technically,
however I observed it as silver (as noted in my PC) and it certainly was not a UT, as it was a

2dr coupe style Accord.

What I wanted to be transparent about is the fact that this information added to additional
suspicion, as I said above, that was part of the totality of the circumstances that 1 felt justified
my pursuit. In order for me to be able to articulate that in a manner that I feel can
communicate why it was suspicious, I wanted to confirm / calibrate that UT does in fact stand
for utility vehicle / SUV when it is shown on the NCIC/FCIC display, and that GRY is not a
generic color that encompasses silver. For this reason, I ran the license plate that 1 know

1



belongs to a silver in color SUV ..... that vehicle happens to be owned by_
Highlighted by this investigator}

Like I said, 1just wanted to be transparent. My reason for running that license plate was for
investigative purposes to confirm that silver is a valid color return on FCIC/NCIC (it was, as it
came back as SIL), and that UT did represent a utility vehicle / SUV, which it does, because

that is that || s car is.

[ am sure that it is highly unlikely that this search would have ever even been known about,
had I not notified you about it, but to eliminate any question as to why there would be a record
of me conducting that specific search, I wanted to provide a thorough answer to any question,
before one would even be asked.

[ am sure you understand, and I am also sure that this explanation is not necessary, but I do
not want to take any chances when it comes to any possible question.

Thanks.
Sergeam-understood ‘-’ to mean “-’, which is Sergeant-wifc.
On_March 30, 2025 _authorizcd an internal investigation into this

matter.

The Investigative Narrative section outlines the details of my investigation into this matter and
any possible policy violations are found in the Investigative Review section.



SUNRISE POLICE DEPARTMENT
I
Chief of Police

10440 W Oakland Park Blvd
Sunrise, Florida 33351
(954) 764-4357

Internal Affairs Complaint Report Narrative

II. INVESTIGATIVE NARRATIVE:

On March 30, 20 via departmental email he
queried his wife’s

self-reported to Sergeant —
personal vehicle to confirm the color due to a vehicle pursuit in
which he was involved a few days prior. authorized an internal

investigation into this matter on the same date.

On_April 1, 2025, I requested Records to run a Transaction Archive
Report (TAR) for Sergeant-from 1/1/2025 — present day. In addition, I requested Ms.
run a DAVID history on Sergeant or the previous four (4) years.

A review of the TAR report revealed Sergeant queried his wife’s vehicle tag (-
once on March 30, 2025, at approximately 4:51am, while he was on-duty. An audit of the
remaining FCIC/NCIC queries on Sergeant TAR did not reveal any further possible
misuse. Sergeam-did not have any queries in DAVID within the last four (4) years. (See
attached TAR report).

On April 4, 2025, 1 contacted-ia telephone. Mrs-conﬁrmed she and Sergeant
-are married and their relationship is in good standing. I advised her Sergeant queried

her vehicle tag and she did not seem concemed. She did not believe there was any malice or
nefarious intent behind Sergeant|ffs query of her vehicle tag. Mrs.-iid not wish to
provide a sworn taped statement to this investigator.

Due to the apparent impermissible query by Sergean-n FCIC/NCIC, I researched the
policies and procedures regarding the proper use and misuse of this database. In addition, I
researched any training or experience Sergeant-las in FCIC/NCIC and any CJIS Security

Training.

A review of Sergeant- training records indicate he has maintained his FCIC/NCIC
certification since he has been employed with the Sunrise Police Department. (See attached
training certificates, test scores, and test questions). As part of the certification process as well as
the recertification process for FCIC/NGIC the following training regarding misuse of the system is
given to all users, including Sergeant



» Users shall only use information derived from a CJIS system, which includes any
information from FCIC, NCIC, Nlets, and CJNet, for official criminal justice purposes.

» Any access of the CJI systems and/or dissemination of information obtained for non-
criminal justice purposes are considered a misuse of the system.

» Of the misuse cases investigated, most will stem from one of the following categories:
affairs of the heart, political motivation, monetary gain, idle curiosity, and/or trying to help
out a friend or family member.

» Finally, the public may obtain Florida criminal history information, for a fee, by visiting
FDLE'’s public website at www.fdle.state fl. us

According to the City of Sunrise Resolution 14-30 — A RESOLUTION OF THE CITY OF
SUNRISE, FLORIDA, APPROVING A CRIMINAL JUSTICE USER AGREEMENT
BETWEEN THE FLORIDA DEPARTMENT OF LAW ENFORCEMENT (FDLE) AND THE

CITY OF SUNRISE:

» Use of the CJNet and any system accessed via the CJNet is restricted to the administration
of criminal justice or as otherwise specifically authorized or required by statue. Accessing
information and systems provided via CJNet for other than authorized purposes is deemed
misuse. (City of Sunrise — Resolution 14-30).

» The User shall have a written policy for discipline of personnel who 1) access CJNet
and/or CJI for purposes that are not authorized, 2) disclose information to unauthorized
individuals, or 3) violate FCIC/NCIC or III rules, regulations or operating procedures.
(City of Sunrise — Resolution 14-30)

» Penalties and Liabilities: Any non-compliance with the terms of the Agreement concerning
the use and dissemination of criminal history information may subject the User’s officers
or employees to a fine not to exceed $11,000.00 as provided for in the Code of Federal
Regulations, Title 28, Section 20.25 and/or discontinuance of service. Moreover, certain
offenses against system security and information contained therein are crimes under
Florida Statutes and can result in criminal prosecution. (City of Sunrise — Resolution 14-

30)

According to the Florida Department of Law Enforcement — Computerized Criminal Histories
Operating Manual:

> Policies and Procedures: Criminal history records should not be shared with friends,
relatives, the public, or run for the user’s personal benefit. Sharing information or using
CHRI information for anything other than job related criminal justice duties constitutes a
violation of user privileges as well as state and federal laws. (FDLE V3.2020.3)




According to the Florida Department of Law Enforcement — FCIC Operating Manual:

» Use of Information: All information obtained from the FCIC is restricted to authorized law
enforcement/criminal justice agencies for official criminal justice purposes. Improper use
of information obtained from any FCIC/NCIC and/or related applications and devices may
be unlawful, violate federal, state, and local policies and may result in prosecution.

» Personnel that access, use or disseminate criminal justice information obtained from any
CJIS system by a criminal justice agency for non-criminal justice purposes is considered a
misuse of the system.

» Personnel that are found to have misused information from a CJIS system must be
disciplined according to agency policy and be reported to FDLE by completing the “CJIS
Systems Misuse Reporting Form” (FDLE V2.2017.4)

According to the Florida Department of Law Enforcement — CJIS Memorandum 2012-11:

» The purpose of this memorandum is to clarify that querying one’s own information for
training purposes and / or as a test query is considered a misuse of the Florida Crime
Information Center (FCIC) and National Crime Information Center (NCIC) system.
Training / testing is not directly related to a criminal justice purpose as defined in Florida
Statue. FCIC and NCIC test records are available for training purposes and are located on
the Florida Criminal Justice (CJNet) in the CJIS Resource Center menu under “CJIS Test
Records” — Dated September 2012 — http://www.flcjn.net/idt/publications/FCIC-NCIC
Test Records.pdf (FDLE/CJIS Memorandum 2012-11) *See attached test records page*

In addition to the above, Florida Department of Law Enforcement provides examples of
Unauthorized Use and specific examples of misuse:

The following are listed as Unauthorized Use:

» Queries not related to official law enforcement purposes.

» Queries not related to official business purposes.

» Improper dissemination (sharing, copying, distributing) of information to unauthorized
PErSons.

» Personal Use.

The following are listed as Examples of Misuse:

Looking up addresses for a Christmas card mailing list.
Checking a family member’s driving record.

Checking out photos of friends, relatives, or self.

Looking up celebrities or politicians.

Copying information to supply to friends, family, or public.

3
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» Posting information on information boards or blogs where it is exposed fo the public
According to the listed legal parameters, Sergeant- query of his wife’s vehicle tag, even
for his official investigation of a fleeing and eluding case, would be considered inappropriate
use of FCIC/NCIC.
On April 29, 2025, Sergeant-was issued a five-day notice to make an appointment to provide
this investigator a formal statement regarding this investigation. Sergeanthadvised he was

ready to provide his statement on this same date. He was provided with his case file to review and
issued both his Non-Criminal Rights and Garrity Rights.

Sergeant-adviscd that he queried his own vehicle’s (wife’s _vehicle) tag in FCIC/NCIC to
confirm what color it was registered as. According to Sergeant he performed this query
because he was follﬁ up on a vehicle pursuit, he was recently involved in. The vehicle that

fled from Sergeant was silver in color, however when Sergeant ran the suspect’s
vehicle’s tag, it came back registered as gray.

Sergeant -further advised he knew his wife’s vehicle was silver, so he quired the tag to
ascertain if it was registered as “silver” or “gray”. When I read the Scrgcanththc Florida
Department of Law Enforcement — CJIS Memorandum 2012-11, which explains that querying
your own vehicle tag (or family members) is considered misuse of the FCIC/ NCIC system, he
further stated: “And I was aware of that — that’s why I brought it up — I immediately realized that I
should have just probably thought a little bit longer about the fact that if I needed information, |
could have found it in — maybe not in as easy of a way, but in the proper way, um but, recognizing
that, I didn’t want it to appear that I was trying to hide anything or withhold anything, or it show
up in an audit, or make anyone else look bad, so 1 felt — like — even understanding that I shouldn’t
have done it, it was better for me to get it off my conscious and admi to it right away”.

Sergeant -conﬁrmed that he sent the email to Sergeant-because he desired to self-
report and knew he should not have used this method to further his investigation. He also
confirmed that he told his wife that he queried her tag that same night. Sergeant istated that
this was the one and only time he queried his wife’s vehicle tag.

As stated earlier, a review of Sergeant|Jj queries in both the FCIC/NCIC and the DAVID
systems led only one possible impermissible query of his wife’s vehicle, in which
Sergeant self-reported to Internal Affairs Sergeant in an official email. In
fact, Serg& had no queries in the DAVID system 1n the previous four (4) years.

Even though Sergeant -adviscd that he queried his wife’s tag in furtherance of an official
vehicle pursuit investigation, there are other proper avenues for Officers to obtain this
information instead of querying one of their own personal vehicle tags. According to both State
and Federal Regulations, although there doesn’t appear to be any malicious or nefarious intent
behind Sergeant [Jjjjjffactions, this query would still be considered MISUSE of the

FCIC/NCIC database.

By his own admissions, Sergeant -admiued that he knew he should not have done this and
immediately reported it on his own accord.



SUNRISE POLICE DEPARTMENT

Chief of Police

10440 W Oakland Park Blvd
Sunrise, Florida 33351
(954) 764-4357

Internal Affairs Complaint Report Narrative

III. INVESTIGATIVE REVIEW:

The following Sunrise Police Policies and Procedures may have been violated by Sergeant-
for querying his wife’s vehicle tag:

Chapter 9 — Support Services:

9.6.4.7.1.4. — Any illegal or unauthorized activities concerning the retrieval of warrant, criminal
histories, NLETS, FCIC/NCIC data will result in account termination, discipline up to and
including termination, and may produce civil and / or criminal prosecution.

Chapter 21 - Information Technology (IT) Security and Equipment Use:

21.6.5.1. - Employees shall not use their position to access confidential information from
DAVID, FCIC/NCIC, CJNet, III, and all law enforcement associated databases and
applications for unauthorized or non-criminal justice purposes. Any access of these systems
and/or dissemination of information obtained for non-criminal justice purposes is considered a
misuse of the system.
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